
Introduction

The imposition of regulatory requirements and 
regimes affecting non-profit organizations 
(NPOs) has created much anxiety in the 
Caribbean region, mostly because we are small 
states, with small and low risk regional NPOs.  
Most Caribbean NPOs are highly localized, 
generally receiving Government grants or 
local donations and are setup to affect and 
serve the local community.  However, despite 
the inherent low risk in the regional NPOs, 
our countries and Governments have had 
to comply with international obligations and 
regulatory regimes affecting NPOs and AML 
and CFT matters.  

The Financial Action Task Force (FATF) is the 
international organization that formulates and 
advances regulatory and legal requirements 
affecting AML / CFT regimes.  The FATF sets the 
international standards on combating money 
laundering and terrorist financing.   

The FATF has released a Report addressing the 
Risk of Terrorist Abuse in Non-Profit Organizations 
which details the scope of regulation, but also 
the key indicators and trends in the use of 
NPOs for terrorist financing.  It is important that 
we spend some time on the FATF observations 
and findings as it is highly relevant to your 

continued practice in compliance and anti-
money laundering, and assists in your ability 
to sense transactions and activities that might 
not be proper, and in worse case scenarios, 
might be in furtherance of terrorist activities.  

The FATF defines an NPO as a legal person or 
arrangement or an organization that primarily 
engages in raising or disbursing funds for 
purposes such as charitable, religious, cultural, 
educational, social or fraternal purposes.  

The FATF recognizes that NPOs are a vibrant 
and integral part of the contemporary global 
environment, enjoying substantial public trust.  
The good that an NPO accomplishes cannot 
be discounted, and the impact of NPOs 
worldwide has to be taken into account.  
However, the use of NPOs for the advancement 
and support of terrorist activities has been 
evident and has the focus of the FATF.

Money Laundering / Terrorist Financing

Before discussing the context of NPOs and 
regulatory protection against the financing of 
terrorist activities, it’s important to understand 
the distinction between money laundering and 
terrorist financing.  FATF Guidance indicates 
that “money laundering is the process of 
making dirty money appear clean whereas 
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terrorist financing most often involves clean 
money being utilized for nefarious purposes.”

FATF Standards for NPOs

In developing international standards on 
AML / CFT, the FATF as developed a number 
of its recommendations that specifically and 
indirectly impact NPOs.  FATF Recommendation 
8 addresses NPOs specifically and provides:

Countries should review the adequacy of laws 
and regulations that relate to entities that can 
be abused for the financing of terrorism. Non-
profit organisations are particularly vulnerable, 
and countries should ensure that they cannot 
be misused:

(a) by terrorist organisations posing as 
legitimate entities;

(b) to exploit legitimate entities as conduits 
for terrorist financing, including for the 
purpose of escaping asset-freezing 
measures; and

(c) to conceal or obscure the clandestine 
diversion of funds intended for legitimate 
purposes to terrorist organisations.

Recommendation  8 and its related guidance 
is the cornerstone of the FATF’s action to 
prevent, detect, and disrupt the abuse of the 
NPO sector for terrorism financing purposes. 
However, the FATF toolkit also includes several 
other Recommendations that impact NPOs.

Recommendation 5, which recommends 
the criminalising of terrorism financing, 
states that members should “criminalise not 
only the financing of terrorist acts but also 
the financing of terrorist organisations and 
individual terrorists even in the absence of 
a link to a specific terrorist act or acts.”  R.5 

recognises that stopping support for terrorist 
entities includes stopping financing intended 
for non-military purposes such as recruitment.

Recommendation 6, addressing the use of 
targeted financial sanctions in CFT, states that 
sanctions should ensure that “funds or other 
assets” should not be made available “directly 
or indirectly” to an organisation or individual 
designated as a supporter of terrorism under 
international or national sanctions lists.  Funds 
are not the only means of transferring value 
to terrorist entities. Goods-in-kind provided 
indirectly to a terrorist entity can have the 
same impact as the direct transfer of funds. 

Recommendations 24 and 25 pertain to 
transparency and beneficial ownership 
of legal persons and arrangements.  Both 
recommendations state that “adequate, 
accurate and timely information” should be 
maintained on the beneficial ownership of 
legal persons and legal arrangements, and 
that this information “can be obtained or 
accessed in a timely fashion by competent 
authorities.”

The FATF has taken comprehensive steps to 
formulate its Recommendations to address 
the risk of financing of terrorism using NPOs.  

NPOs and Terrorism Financing

The FATF in Recommendation 8 and its 
guidance recognizes that terrorist and terrorist 
organisations “exploit the NPO sector to raise 
and move funds, provide logistical support, 
encourage terrorist recruitment, or otherwise 
support terrorist organisations and operations.”  
Furthermore, the FATF takes an approach 
that, recognizing prosecutions are important, 
the regulatory framework should also focus on 
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detecting and disrupting abuse.  

A review by the FATF of case studies and 
abuses of NPOs has identified five categories 
of abuse or risk related to terrorist financing.  
These include:

• The diversion of funds was a significant 
method that focused on the substantial 
financial resources within the sector. 

• NPOs or directing officials maintained 
an affiliation with a terrorist entity, either 
knowingly or unknowingly. In these 
instances, an NPO could be abused 
for multiple purposes, including general 
logistical support to the terrorist entity.

• NPOs were abused to provide support 
to recruitment efforts by terrorist entities.

• NPOs were also targeted for abuse of 
programming. In these instances, the 
flow of resources was legitimate, but 
NPO programmes were abused at the 
point of delivery.

• Finally, some terrorist entities abused the 
NPO sector through false representation. 
In these instances, terrorist entities started 
‘sham’ NPOs or falsely represented 
themselves as the agents of ‘good 
works’ in order to deceive donors into 
providing support.

Diversion of Funds - The most commonly 
observed method and risk of abuse of NPOs 
to support terrorism involves the diversion of 
funds. In this scenario, funds raised by NPOs 
for humanitarian programmes—disaster relief, 
humanitarian relief, cultural centres, relief 
of poverty, advancement of education, 
advancement of religion—are diverted to 
support terrorism at some point through 
the NPO’s business process. Essentially, the 
diversion of funds occurs when funds raised 

for charitable purposes are re-directed to a 
terrorist entity.

In many instances, the diversion of funds is 
coordinated by persons internal to the NPO.  
However, this is not exclusive.  In instances 
third-parties to the NPO, such as external 
fundraisers or foreign partners, divert funds of 
the NPO to the terrorism organizations.  

Affiliation with a Terrorist Entity - The second 
most commonly observed method and risk of 
abuse relates to the existence of, or suspicion 
of, an operational affiliation between an NPO 
and a terrorist entity. Affiliations range from 
informal personal connections involving NPO 
directing officials and terrorist entities, to more 
formalised relationships between NPOs and 
terrorist entities.

Abuse of Programming - Another method in 
which terrorists may abuse NPOs is through 
the abuse of their programming. Deviations to 
benevolent NPO-funded programmes, at the 
point of delivery, can result in abuse intended 
to support terrorism. 

Support for Recruitment - NPO-funded 
programmes or facilities can be abused to 
promote recruitment by terrorist movements.  
This is a signal that NPO funds are being, 
or are in danger of being, intentionally 
misappropriated. Recruitment-related 
activities are, in themselves, a form of 
support to terrorist organisations and often an 
indicator of a wider intent to support terrorism. 
Additionally, the existence of such activities 
or material can represent the corruption of 
NPO programmes at the point of delivery. 
An NPO may have a legitimate educational 
programme, devote resources to it, and 
hire teachers, all of which are legitimate 
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activities. However, if the teachers then 
engage in recruitment for terrorist causes, the 
educational programme and the resources 
devoted towards it become corrupted.

False Representation and Sham NPOs - False 
representation occurs when, under the guise 
of charitable activity, organisations and 
individuals raise funds, promote causes and 
carry out other activities in support of terrorism. 
Specifically, the false representation examples 
can be divided into two categories. The first 
category involves ‘sham NPOs’ where the NPO 
is created as a front to support terrorist activity 
and its stated purposes are false. The second 
category involves situations where individuals 
or groups of individuals falsely claim to be 
acting on behalf of existing legitimate NPOs.

Detection of NPO Terrorist Financing

The framework of the regulatory standards 
that are imposed on countries like us in the 
region to address terrorist financing through 
NPOs is based on the methods of detection 
of the terrorist financing.  According to the 
FATF, detection related efforts rely broadly on 
information sourced from six categories:

• NPO Regulatory Information
• Open-Source Information
• FIU and Other Financial Information
• National Security Information
• Law Enforcement Information
• Foreign Information

Detection of terrorist financing usually doesn’t 
depend on only one source of information, 
but generally is a collaboration of information 
from different sources.  

NPO Regulatory Information - NPO regulatory 
information includes obligatory NPO 
reporting, information from NPO compliance 
and enforcement-related activities, and 
information voluntarily provided by NPOs and 
the public.  This forms the basis of the rash of 
regulatory reforms many of our countries have 
had to put in place, I will discuss examples of 
these later. Recommendation 8 states that an 
effective approach to identifying, preventing 
and combating terrorist abuse of NPOs 
must involve an element of supervision and 
monitoring of the NPO sector.  

Open Source Information - Open source 
information can be a contributing factor to 
the detection of abuse and risk, or equally, 
open source information can be valuable 
in discounting the presence of risk.  With the 
proliferation of online and social media, open 
source information is widespread.  NPOs use 
their online and social media presence for 
raising funds, telling their story and in general 
becoming better known.  You however should 
use caution about the reliability and accuracy 
of open source information at times.  

FIU and Other Financial Information - 
Information collected by FIUs, namely financial 
reports, as well as related analysis, enables 
competent authorities in gaining a better 
understanding of circumstances surrounding 
instances of abuse and areas of risk. In many 
instances, FIUs and banks (reporting entities) 
are uniquely positioned to detect suspicious 
financial activity involving NPOs’ possible 
support for terrorism. Many instances of 
possible terrorist financing through NPOs are 
detected by banks and reported to FIUs in 
STRs.
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National Security Intelligence – Threats and 
reports of threats to citizens of a country can 
help with information on possible terrorist 
financing.  Generally, this information helps 
provide context and support to information 
derived from different sources.  

Law Enforcement Information – Information 
from criminal investigations help provide 
competent authorities with a better 
understanding of the risks and environment in 
which NPOs operate and their connection to 
terrorist financing.  

Foreign Cooperation and Information - 
Foreign information includes information 
obtained from NPOs’ foreign partners as 
well as information from foreign partner 
(government) agencies. According to the 
FATF’s Interpretive Note to Recommendation 
8, in order to effectively identify, prevent 
and combating terrorist abuse of NPOs, 
states must employ effective mechanisms 
for international cooperation.  This source of 
information provides the backdrop to many 
regulatory reforms and information sharing 
initiatives that we have experienced in recent 
years.  

Key Indicators on use of NPOs for Terrorist 
Abuse

There are numerous elements that indicated 
existing abuse of an NPO, or substantial risk of 
abuse. These elements help all stakeholders, 
including NPOs, government actors, financial 
institutions, and designated non-financial 
businesses or professions (DNFBPs) identify and 
investigate possible cases of abuse within a 
particular NPO or the larger NPO sector. These 
indicators seem obvious and include the 
following:

• Financial support to known or suspected 
terrorist entities

• Material support to known or suspected 
terrorist activities 

• Financial, material, or logistical support to 
proscribed terrorist entities

• Operations in areas where there are active 
terrorist threats

• General operations and governance 
– the concealment of information on 
programmes, activities or funding are key 
indicators in this category.  

• Support for recruitment 
• Other criminal activities

Risk Mitigation

As we advise clients, and specifically us who 
have NPO clients, there are elements of risk 
mitigation we can recommend to assist with 
the potential exposure, known or not, to 
terrorist financing through NPOs.  

Good governance is the cornerstone of an 
effective anti-Terrorist Financing framework 
for charities. For good governance, the key 
principles are –

• focusing on the organisation’s purpose 
and on outcomes for citizens and service 
users;

• performing effectively in clearly defined 
functions and roles;

• promoting values for the whole organisation 
and demonstrating the values of good 
governance through behaviour;

• taking informed, transparent decisions 
and managing risk;

• developing the capacity and capability 
of the board to be effective; and

• engaging stakeholders and making 
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accountability real.

The FATF also agrees that good governance is 
the basis for risk mitigation.  Good governance 
practices for NPOs can be grouped into four 
categories – organisational integrity, partner 
relationships, financial transparency and 
accountability, and programme planning and 
monitoring. Carrying out proper due diligence 
on the individuals and organisations receiving 
money from, or giving money to, or working 
closely with the charities is also important and 
a fundamental element to understanding the 
risks associated with the transfer of funds.

International Standards for Penalties 
and Sanctions

The penalty regime for abuses and terrorist 
financing using NPOs as you can imagine is 
widespread and quite sever at times.  In many 
instances there is criminal exposure to these 
activities.  AML and CTF are crimes and face 
sever recourse by government authorities.  

Regulatory and administrative investigations 
and other disruptive measures play a 
significant component to the penalties and 
sanctions to NPOs.  This includes regulatory 
investigations, fines and cease and desist 
orders.  The legislative and regulatory regime 
has been enhanced and bolstered over the 
years to address the oversight of NPOs.  These 
efforts include the use of targeted sanctions, 
under international and national frameworks, 
meant to identify and disrupt the resourcing 
of entities identified as supporters of terrorist 
activity. FATF Recommendation 6 supports 
the use of targeted sanctions, which are also 
internationally anchored in United Nations 
Security Council Resolutions.

Regional Government Response

The challenge for us in the Caribbean and our 
respective governments in addressing these 
matters is significant.  Not only do we struggle 
with limited resources for the ever-expanding 
regulatory envelope in the financial services 
industry, one mis step in the arena of terrorist 
financing has detrimental effects on the 
viability of our countries.   

As Mr. Ewart S Williams, former Governor of the 
Central Bank of Trinidad and Tobago, points 
out, “where a financial centre or institution 
is used, wittingly or unwittingly by criminal 
elements or terrorists, there is an increase in 
reputation risks not just to the financial institution 
but also to the jurisdiction. Where the integrity 
of the centre is brought into question, other 
countries and institutions generally restrict 
their business activities with such a centre. As 
a result, correspondent banking relationships, 
branch networks and capital market activities 
are negatively impacted and the long-term 
viability of the centre is at risk with potentially 
serious economic consequences.”  This is a 
devastating consequence to our small island 
economies.

Our countries have been under close scrutiny 
and regulatory reviews.  These reviews 
suggest that Caribbean countries have 
displayed considerable commitment to 
improve compliance. These evaluations also 
indicate that there are significant deficiencies 
in the AML/CFT frameworks of all the countries 
in the region.  Throughout the years it has 
been observed that most if not all regional 
jurisdictions have not enacted the required 
legislation under-pinning the standards in 
the forty plus eight recommendations.  This is 
where we have recently seen a rash of new 
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legislation and regulation that at times appears 
to turn the industry on its head, threatening to 
regulate ourselves out of the business.

As with many things in the Caribbean region, it 
has been observed, and rightfully so, that there 
is a shortage of resources allocated to anti-
money laundering activities. Many countries 
within the region have very limited financial 
and human resources and the allocation of 
dedicated human resources to anti-money 
laundering is a challenge.  Furthermore, as 
the methods of money laundering evolve, 
we in the region have limited capacity to 
keep up with the changes.  It seems at times 
as we implement a regime to address one 
component, the activity evolves, and we 
have to again play regulatory catch up.  

One of our most serious criticisms as a region 
is that we lack an effective operational 
framework. In such a framework, countries 
are required to maintain statistics not only on 
the number of AML/CFT examinations but also 
on prosecutions, convictions and the value of 
assets forfeited. Statistics to support the level 
of international cooperation and sharing of 
information must also be kept.  Frequently, 
however, we do not have significant records 
of convictions of money laundering offenses.  
The international regulatory community frowns 
on this fact.  I fear this will cause insignificant 
prosecutions just to demonstrate numbers.  

Bahamas Response

In The Bahamas, and specifically with respect 
to NPOs and anti- terrorist financing, and 
imposing regulatory requirements, we have 
seen significant push back from the local 
NGO community.  As noted above, and I 
am sure is consistent throughout the region, 
most charities and NPOs are highly localised, 
i.e. they only receive government grants 

or local donations, or only serve the local 
community. The risk of them being abused for 
terrorist purposes is low.  However, we are still 
mandated to implement the same regulatory 
regime as large economies where the risk is 
more evident.

This created significant concern within our 
local community, imposing AML requirements 
on local charities who have never been 
exposed to the regime before, and who 
now have to effectively operated with a 
compliance department.  This imposes 
significant costs and need for the creation of 
policies and procedures that are foreign to the 
local NPOs.  In The Bahamas, with respect to 
our NPO regulatory regime and legislation, we 
had to go through numerous revisions in order 
to dampen the resistance, although I am not 
so sure how much it has been dampened in 
the local NPO community.  

This year The Bahamas Parliament passed the 
Non-Profit Organisations Act 2019.  The intent 
of the NPO Act is to provide a regulatory 
framework of reporting, record keeping and 
governance of NPOs in The Bahamas.  This was 
in response to FATF regulatory requirements 
and the international community imposing on 
us their standards of anti-money laundering.  
At the outset, NPOs must register with our 
Registrar so there is a database of all Bahamas 
NPOs.  This is done on a prescribed form found 
in the legislation.  

Prior to the issuing of the certificate of 
registration the Registrar will have regard to 
the following:

• the declared purposes of the NPO;
• the identity of the controllers and other 

members of the NPO;
• copies of the organisation’s documents; 

and 
• evidence of the board’s structure
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There are operational restrictions on those 
NPOs who do not register.   A financial 
institution or a designated non-financial 
business and profession (as defined in the 
Financial Transaction Reporting Act, 2018) 
shall not open or maintain:

• A bank account; or 
• A account ledger; or 
• Any other type account 

for a NPO unless the organisation has registered 
under the Act and presents evidence of such 
registration.

The NPO Act imposed a number of ongoing 
obligations on the Bahamas NPOs in order to 
ensure that adequate information is available 
to the competent authority.  Controllers of 
NPO’s must keep at its registered address 
records which are sufficient to show:

• its purposes, objectives and activities; and 
• the identity of the persons who control or 

direct its activities, including as appropriate 
senior officers, directors and trustees

A Controller of a NPO shall cause reliable 
financial records to be kept at its registered 
office address.  A NPO must maintain at its 
registered office address a declaration, in the 
form set out in the Second Schedule of the 
Act stating that – 

• it is maintaining reliable financial records; 
and 

• its financial records shall be made available 
through its office administrator, registered 
agent, registered office or person who 
as the non-profit organisation’s fiduciary 
management body or other service 
provider, is regulated by the Banks and 
Trust Companies Regulation Act or the 
Financial and Corporate Service Providers 

Act.

These financial records must be kept for a 
minimum of five years.  The above declaration 
must also be submitted to the Registrar.  The 
Registrar may, where he has reason to believe 
or has information that the NPO is engaged 
in activities that are identified risks, by written 
notice require the NPO to produce the 
financial records.  

Furthermore, a NPO must, in the form set out 
in the Second Schedule of the Act submit to 
the Registrar a declaration that specifies that 
the NPO is maintaining records at its registered 
office address in respect of any donation 
that is 100,000 dollars and above, whether 
the donation is made in a lump sum or as 
aggregate sums.  

We have also recently legislated reforms that 
further erode any financial privacy, including 
legislation that creates a beneficial ownership 
registry.  The evolution of regulatory oversite 
and reform is not ending in our region, it will 
continue to evolve, imposing requirements on 
our clients and on us.  The regulation of NPOs 
is just one piece of this puzzle.  

Closing 

For the reasons outlined, more efforts are 
required in period where criminals (i.e., terrorist 
organisations) are always finding novel and 
niche ways to evade regulatory laws and 
procedures. In an effort to protect our NPOs, 
there must be a collective effort; not only by 
those in laws firms and regulatory agencies 
and boards, but by the general public. 
Greater awareness of money laundering and 
terrorist financing can invoke a need in the 
public to get involved in this fight as a means 
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to protect our reputation on the world stage. 
Always remember that those who partake 
in nefarious acts such terrorism and money 
laundering are always on our door steps and 
don’t have any intentions of taking a day off 
anytime soon.

Our region is especially vulnerable for reason 
mentioned.  Given our limited resources, we 
must collectively work together to ensure we 
have the legislation, regulatory framework, 
governance and knowledge to protect 
ourselves.  It is a fact that we are collectively 
judged together.  One adverse finding or result 
in one Caribbean country will have a spill-over 
effect on all of us. We collectively have to turn 
our attention to the regulation and oversight of 
NGOs.  We must do so, however, that reflects 
a risk-based approach, one that we can 
manage, but one that gives us the protection 
that our international colleagues require.  

With that said, I will leave you with this quote, 
“a reputation once broken may possibly be 
repaired, but the world will always keep their 
eyes on the spot where the crack was.”- 
Joseph Hall

This speech, Terrorist Financing & Sanctions – 
The Regional Experience – Focus on Non Profit 
Organizations, was presented by Ryan Pinder 
on October 9, 2019,  at the 8th Annual  Anti-
Money Laundering / Counter-Financing of 
Terrorism Conference, hosted by the Jamaica 
Bankers Association (JBA) and the Jamaica 
Institute of Financial Services (JIFS) at the 
Jamaica Pegasus Hotel, Kingston, Jamaica.
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